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Introduction

The purpose of this document is to guide the user though the steps required to deploy an Amazon Web Services (AWS) storage
gateway in VTL mode to leverage AWS storage for Veeam® backups. This guide should be used in conjunction with the AWS
User’s Guide which can be viewed or downloaded here: https://aws.amazon.com/documentation/storage-gateway/

Itis assumed that the reader is generally familiar with Veeam Backup & Replication™ and AWS.

The challenge

Veeam with the AWS gateway in VTL mode offers a solution for anyone to connect their on-premises, Veeam Backup & Replication
archives to AWS. For many customers and service providers, long-term retention of backups is a costly and time consuming process.
Leveraging the AWS gateway to act as a VTL within Veeam allows users to send archival backups to AWS to save time and money.

The solution

Based on the many requests for additional storage space, methods or other solu-tions to add flexibility to the archival options
available to the customers. Veeam has developed this configuration guide to help customers walk through the process
of configuring, and using the AWS VTL Gateway.

Configuration steps

1. Install on-premises Veeam infrastructure (Veeam Availability Suite™ or Veeam Backup & Replication Enterprise Plus edition)
2. Planning of deployment

3. AWS configuration
« Installation of appliance
« Configuration of appliance

 Activation of appliance
 Creation of tapes

4.\eeam configuration of AWS Gateway
* ISCSI configuration
» Adding AWS Gateway to veer
» Creating tape job

* Retrieving of tapes

The entire configuration process can be completed in less than 60 minutes if the on-premises Veeam infrastructure is already in place.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Planning

Proper planning is an important step for any successful implementation. Knowing the requirements and sizing recommendations
prior to deployment will save a lot of time and potential issues down the road. AWS has a deployment guide to assist in the planning
of the gateway appliance. When deploying a gateway in VTL mode, it will need two disks. One disk for an upload buffer and one
disk for cache storage. It is imperative that these disks are sized appropriately for the amount of data that is going to be written

to the gateway. Planning and sizing these disks correctly will reduce the chance of performance issues down the road.
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The above diagram shows a sample design for deploying a AWS gateway in VTL mode.

When planning for deployment the first step will be to check the hardware and storage requirements needed to deploy.
To deploy a VTL gateway you will need the following minimum resources:

* 4vCPU
* 16GB of RAM

» 80GB of disk space for VM image and system disk

It is also important to note the port requirements needed to allow communication from the gateway through your firewall.
AWS has a list of required ports at the following link:

http://docs.aws.amazon.com/storagegateway/latest/userguide/Requirements.html
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In addition to the 80GB system disk, you will need to add two other disks to the gateway during deployment. These disks will
be used for the buffer and cache mentioned above. The sizing of each disk is measured by a formula provided by Amazon.
The drives have the following minimum and maximum sizing:

» Cache Disk - Minimum 150GB / Maximum 16 TB

« Upload Buffer - Minimum 150GB / Maximum 2TB

It is important to note that these do not have to be single disks. You can add multiple disks to reach the maximum sizes.

To determine the sizing of the upload buffer you will need to use the following formula:

Application Network Compression Duration Upload
(Throughput = Throughput X Fgctor X of writes =  Buffer
(MB/s) to AWS (MB/s) (s) (MB)

Application Throughput = The rate at which your applications write data to your gateway.

Network Throughput to AWS = The rate at which your gateway can upload data to AWS
(Maximum upload rate to AWS gateway is 120MB/s)

» Compression Factor = The amount of compression used by the gateway. 2 would be a safe number to use.

Duration of Writes = The amount of time it takes to write data to the appliance.
(For example: The amount of time it takes for the tape job would run)

While this formula looks complex, it is easy to calculate once you understand what each item is. AWS has an example listed
on the following page : http://docs.aws.amazon.com/storagegateway/latest/userguide/ManagingLocalStorage-common.
html#CachedLocalDiskCacheSizing-common

It is important to note that when you calculate the sizing for the upload buffer, if your calculations come out to less than 150GB,
it is still recommended to use the minimum size of 150GB.

Once you have figured out the sizing needed for the upload buffer you can now figure out the sizing for the cache buffer.
The cache buffer uses a formula of 1.1 times the size of the upload buffer. Now that you have figured out the disks sizing needs
of the gateway appliance, we can now begin the installation.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Installation

To begin the installation, you will need to open the AWS Management Console
at http://console.aws.amazon.com/storagegateway/home and log in.

Next, select the AWS region you would like to create the gateway in.

Dustin Alberison paakasiling e = =

US East (N. Virginia)

| US East (Ohio)
US West (N. California)
US West (Oregon)
Canada (Central)
EU (Ireland)
EU (Frankfurt)
EU (London)
Asia Pacific (Singapore)
Asia Pacific (Sydney)
Asia Pacific (Seoul)
Asia Pacific (Tokyo)
Asia Pacific (Mumbai)

South America (Sao Paulo)

Once logged in, you will need to select Storage Gateways from the services navigation pane.

Resource Groups ~ *

History

Console Home

Storage Gateway e
(% Compute
Billing EC2
Cost Explorer EC2 Container Service
Lightsail
EC2 )
Elastic Beanstalk
S3 Lambda
Batch

E Storage

S3

EFS

Glacier

Storage Gateway

Now click on Create gateway
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am Services v  Resource Groups v %

Create gateway Create file share
Storage Gateway

Y Filter by gateway name, ID, status, or type.

| Gateways <
File shares ——
AWS-VTL2
Volumes
Tapes Details Tags

Select a gateway above.

Select Tape Gateway from the Gateway install process, and click Next.

Create gateway

| setect gateway type Select gateway type

File gateway
Store files as objeds in Amazon S3, with a local cache for Iow-latency access to your most recenﬂy used data.

Volume gateway
Block storage in Amazon S3 with point-in-time backups as Amazon EBS snapshots.

@ Tape gateway
Back up your data to Amazon $3 and archive in Amazon Glacier using your existing tape-based processes.

Cancel m

Choose the Host platform being used (for this install we focus on VMware). Once you click on the host type, you will click
download image to download the OVA needed to deploy the local gateway appliance. LEAVE THIS CONSOLE OPEN.

Create gateway

Select gateway type Select host platform
Select host platform ® VMware ESXi | & Download image
Microsoft Hyper-V 2008 R2

Microsott Hyper-V 2012
Amazon EC2

» Set up instructions for VMware ESXi

Cancel Previous m
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Appliance Installation

Now that the OVA has been downloaded, you will need to install the appliance into your virtual environment to complete
the activation process. Open vCenter and select Deploy OVF Template.

vmware* vSphere Web Client ft @

4 yCenter

lJ Getting Started | Objects

OVF Template...

@ Ty
4 (3 Actions - VC-01
N mz tacent o
e lel 5 you to manage
#3 New Folder... ts and the virtual
Deploy OVF Template... lecause these
tg p Y . p e very large, vCenter
J& Assign License Key... 4l management tools
? nize the hosts and virtual
Settings aswith vSphere DRS
v ple vCenter Server
& AssignTag... 'ﬁmed by the vSphere
& Remove Tag Plrindividual inventories
d managed under one
Alarms 4
AllvCenter Actions New Datacenter... ‘1
Update Manager 7 New Folder... [
|

J& Assign License Key...
Export System Logs...

inventory to the left.

Selecta ¥ Add Permission...

Click local file and click browse to select the downloaded image from AWS, then click Next.

L1

Select source
Select the source location

v 1b Review details Enter a URL to download and install the OVF package from the Internet, or browse to a location accessible from your computer,
such as a local hard drive, a network share, or a CO/DVD drive
2 Destination
2a Select name and folder et
2b Select storage =
=) Local file

b
v
'  2c Setup networks
+ 3 Ready to complete

Browse.. | C:\Wsers\dizie\Downloads\AWS-Storage-Gateway\AWS-Storage-Gateway-2017-04-27-1493302480.0va

Next Finish Cancel
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Review the details and click Next.

Deploy OVF Template (?)
1 Source Review details
Verify the OVF template details
v  1a Select source
"m Product AWS-Storage-Gateway-2017-04-27-1493302480
2 Destination Version
+  2a Selectname and folder
Vendor
R Publisher @ No certificate present
v 2c Selup networks Downloadsize  651.8 MB
v 3 Ready to complete 1.5 GB (thin provisioned)
Size on disk
80.0 GB (thick provisioned)
Description [aws-storage-Gateway-2.0.5.0 |
Back Next Finish Cancel

Now type the name that you would like the gateway to have, and select the location to install the appliance and click Next.

O
3

Deploy OVF Template

Select name and folder

1 Source
Specify a name and location for the deployed template

L 4 1a Select source

~  1b Review details Name: [AWS-Storage-Gateway-2017-04-27-1493302480

2 Destination
Select a folder or datacenter
R 23 Selectname and foider
Q
~  2b Select storage
~ (3 10.0.1.20

T e | DRasias |

~" 3 Ready to complete
The folder you select is where the entity will be located, and

will be used to apply permissions to it

The name of the entity must be unique within each vCenter
Server VM folder.

Back Next Finish Cancel

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Select Thick Provisioned virtual disk format and the datastore that you want the appliance to reside on, and click Next.

Deploy OVF Template

1 Source Select storage

Select location to store the files for the deployed template
+  1a Select source

v~  1b Review details

2 Destination

Select virtual disk format | Thick Provision Lazy Zeroed -

VM Storage Policy: Datastore Default ASK ]

v  2a Select name and folder
The following datastores are accessible from the destination resource that you selected. Select the destination datastore for the

v IEEEESETEEE .2 machine configuration files and all of the virtual disks

v 2c Setup networks Name Capadity Provisioned Free Type Storage DR *
~ 3 Ready to complete 9 ASH-WVLAB 40078 16578 23578 Enabled
B3 datastore1 (1) 10425 GB 973.00 MB 10330 GB VMFS
B3 aatastore1(3) 104.25GB 973.00 MB 10330 GB VMFS
B3 datastore1 10425 GB 973.00 MB 103.30 GB VMFS

[[] Disable Storage DRS for this virtual machine

Name Capaaty Provisioned Free Type Thin Provision

E ASH-VLAB-DS01 20078 86344 GB 116 T8 VMFS Supported

B3 ASH-VLAB-DS02 2007TB 1.07TB 1197 VMFS Supported
Back Next Finish Cancel

Select the correct network for the appliance and click Next.

Deploy OVF Template (2 »

1 Source Setup networks
Configure the networks the deployed template should use
~  1a Select source
v 1b Review details Source Destination Configuration
2 Desmaton Y -

~  2a Select name and folder
v 2b Select storage
v
v

v

IP protocol:  IPvé IP allocation:  Static - Manual @

Source: NAT - Description
Logical network used by this appliance

Destination: Infrastructure - Protocol settings

No configuration needed for this network

Back Next Finish Cancel
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Review the install information to make sure everything is correct and make sure to un-check Power on after deployment
if it is checked, then click Finish to deploy the appliance.

Deploy OVF Template (2)
1 Somrce Ready to complete
Review your seftings selections before finishing the wizard
v  1a Select source
v 1b Review details OVF file CWsers\dizzie\Downloads\AWS-Storage-Gateway\AWS-Storage-Gateway-2017-04-27-
2 Destination 1493302480.0va
v  2a Select name and folder Dowsoad sie il
Size on disk 800GB
M 20 Solect Mosioe Name AWS-Storage-Gateway-2017-04-27-1493302480
v 2c Setup networks Target ASH-VLABO1
M5 Reoacrtocometo IR ssHLAB
Folder ASH-VLAB
Disk storage Thick Provision Lazy Zeroed
Network mapping INAT to Infrastructure
IP allocation Static - Manual, IPvd
[\ Power on after deployment
Back Nex Finish Cancel

When the deployment is completed, you will need to edit the appliance and add the required disks for the upload and cache

buffers. Right click on the appliance and choose edit settings.

1ASH-VLAB-VTL
1 Infrastructure (connected)

(O ASH-VLABVCSA

& AWS";

1 Actons - AWSVTL
& ¢
B cont Power » | Disconnected - ©
b linux -

GpNety ~ Suestos * | sooms
Snapshots >
Serd
® & Open Console
Fe Migrate...
Clone »
Template >

Fault Tolerance >

Connected - O

Additional Hardware
ESXi 6.0 and later (VM version 11)

Eait Settings...

O
Descnption

This list is empty.

-
—p—y

VM Policies
Compatibiity »
Export System Logs...

By Ecit Resource Settings

w° EdR Settings
Move To $
Rename.

Edit Notes.
Tags & Custom Attributes »

Manage :

Add Pemmission...

f.
Alarms » -
Remove from Inventory -
Delete from Disk Check Compliance

All vRealkize Orchestrator plugin Actions »
Update Manager »

(=

Catenney Nascrintion
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Add the two hard drives with required sizing as determined during the planning stage and click OK.

) AWSVTL - Edit Settings 7 »
( virtusi Hardware | V11 Options | SORS Rules | vApp Options

» @ cPu (4 -0

» B Memory 16384 [+ [me ‘ -

» (2 Hard disk 1 80 BICEE

» 33 Hard disk 2 200 ] o8 -

Other disks Manage other disks

» &, SCSicontroller 0 LSI Logic Parallel

+ [l Network adapter 1 | Infrastructure (dvSwitch) | = | [/ Connect...

» [ viceo card | Specify custom settings |~

» ¢ VMCl device

» Other Devices

» Upgrade [] Schedule VM Compatibility Upgrade...

New device: | == Existing Hard Disk j: Aca
Compatibllity: ESX/ESXI 4.0 and iater (VM version 7) oK Cancel
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Configuring appliance IP address

Power on the appliance that the drives have been added to now. To set a static IP to the appliance, you will need to open
the local console to the appliance and log in. The default username is sguser and the password is sgpassword.

AWS Storage Gateway

Login to change your network configuration and other gateway settings.
For more information, please see:

https:/sdocs.aws.amazon.com/consolesstoragegatewaysLocalConsole

localhost login: sguser
Password:

On the Configuration main menu, type option 2 to begin configuring a static IP address.

AWS Storage Gateway Configuration

HUBHUHBUEBUEBHBRERRERBUBHUBHBRABHURBHURUBERBHARUHBRBHARBHBRUBHUBBRBAUHTY
###t Currently conmnected network adapters:

n

#t ethd: 18.8.1.54

R R B2 s 2R iR st s ettt a Rttt RRRRR

(=Y

SOCKS Proxy Configuration

Network Configuration

Test Network Conmnectivity

System Time Management

Gateway Console

UView System Resource Check (B Errors)

™~

:,
4:
T
6:

B: Stop AWS Storage Gateway
Press "x" to exit session

Enter command:

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. 13
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Type option 3 to set a static IP address.

AWS Storage Gateway Network Configuration

Describe Adapter

Conf igure DHCP

Conf igure 3Static IP
Reset all to DHCP

set Default Adapter
UView DNS Configuration
Uiew Routes

Press "x" to exit

Enter command: “I

Type the name of the adapter you want to configure. The default adapter is ethO.

AWS Storage Gateway Network Configuration

Describe Adapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
Uiew DNS Configuration
Uiew Routes

Press "x" to exit

Enter command: 3

Available adapters: eth@
Enter Network Adapter: ethB_

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Now type in the static IP address and hit enter.

AWS Storage Gateway Network Configuration

Describe Adapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
Uiew DNS Conf iguration
Uiew Routes

1:
2
3:
4:
5
6:
F -

Press "x to exit
Enter command: 3

Available adapters: eth@
Enter Network Adapter: eth8

Enter IP Address: 18.8.1.54
Enter Network Mask: 255.255.255.86_

Type in subnet mask and hit enter.

AWS Storage Gateway Network Conf iguration

Describe Adapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
UView DNS Configuration
Uiew Routes

S d WN =

Press "'x to exit

Enter command: 3

Available adapters: ethd
Enter Network Adapter: ethB

Enter IP Address: 18.8.1.54
Enter Network Mask: 255.255.255.8_

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Type in the default gateway IP address and hit enter.

AWS Storage Gateway Network Configuration

Describe Adapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
UView DNS Configuration
Uiew Routes

Press "x" to exit
Enter command: 3

Available adapters: ethB
Enter Network Adapter: ethB

Enter IP Address: 18.8.1.54
Enter Network Mask: 255.255.255.8
Enter Default Gateway: 16.8.1.1_

Type in the primary DNS IP and hit enter, then type the secondary IP address and hit enter.

AWS Storage Gateway Network Configuration

Describe Adapter

Conf igure DHCP

Conf igure Static IP
Reset all to DHCP

Set Default Adapter
UView DNS Configuration
UView Routes

S W =

Press x to exit

Enter command: 3

Available adapters: ethd
Enter Network Adapter: eth8

Enter IP Address: 18.8.1.54

Enter Network Mask: 255.255.255.8
Enter Default Gateway: 18.8.1.1
Enter Primary DNS: 18.8.1.21
Enter Secondary DNS: 8.8.8.8_

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Now type Y to save and apply the configuration to the selected adapter.

AWS Storage Gateway Network Configuration

Describe Adapter
Configure DHCP
Configure Static IP
Reset all to DHCP

Set Default Adapter
Uiew DNS Configuration
UView Routes

Press "x" to exit
Enter command: 3

Available adapters: eth@
Enter Network Adapter: ethB

Enter IP Address: 18.8.1.54
Enter Network Mask: 255.255.255.8
Enter Default Gateway: 16.8.1.1
Enter Primary DNS: 18.8.1.21
Enter Secondary DNS: 8.8.8.8

Apply config [ysnl: Y

Now that the appliance has been configured with a static IP, you can move forward with the activation process.

Activating gateway

With the IP set and the storage appliance powered up, you can now log back into the Amazon management console to complete
the activation process. Open the AWS Management Console that we previously had opened and it should be on the Connect
to gateway page. Put in the IP address you assigned to your gateway (internal IP) and click Connect to gateway.

Select gateway type Connect to gateway

Type the IP address of your gateway VM. Your web browser must be able to connect to this IP address. The |P address doesn't need to be
accessible from outside your network.

Select host platform

Connect to gateway Learn more

IP address

Cancel Previous

Now select the time zone the gateway is in, along with the name you would like it to have. The default settings for the changer
type and drive type are fine. Click on Active gateway to proceed.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Activate gateway

Selected gateway configuration: VTL gateway

Activation securely associates your gateway with your AWS account. Learn more

Storage and data transfer pricing applies when you start using your gateway. Learn more

AWS Region US West (Oregon)

Gateway time zone GMT Western Europe Time, Lond... ¥

Gateway name Gateway_VTL_Test

Backup application Other v

Medium changer type @ AWS-Gateway-VTL
STK-L700

Tape drive type |IBM-ULT3580-TD5S

On the Configure local storage page, you can select the disks that you previously added to the appliance. Be sure to designate
the correct size disk for the Upload buffer and the Cache, and click Save and continue.

@ Gateway is now active

Configure local storage

Specify the local disks you've added to your VM for your gateway to use as its upload buffer and
cache storage.

< O
Disk ID Capacity Allocation
xen-vbd-2080 150 MiB Upload buffer v
xen-vbd-2064 200 MiB Cache A

Your gateway will now appear in the AWS storage gateway management page.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Creating tapes

The next step is to add tapes to the library so select your gateway by clicking the box next to its name, and then clicking
on Create tapes at the top.

T} Services ~  Resource Groups ~ *

Create file share Create volume Create tapes Actions v
Storage Gateway

| Gateways q
Fila shares @ Name ~ Gateway ID a Status ~ Type
8  AWS-VTL2 sgw-BBA346E1 Running Tape
Volumes
Tapes Details  Tags  VTL devices
Name AWS-VTL2 (sgw-B8A346E1) Status Running
Gateway type Tape Monitoring  Cloudwatch
Gateway time zone GMT-5:00 Last software update -
Upload buffer usage  Bytes/200 GiB (0.00%) Maintenance starttime  Sunday 21:13 GMT-5:00
Download rate limit  No limit IPv4 address 10.0.1.54

Upload rate limit  No limit

On the Create tapes page, you can select the number of tapes you would like to add and their capacity. Barcode prefix is an optional
section that you can create your own prefix of one to four uppercase letters.

Note that the maximum number of tapes is 1,500, and the minimum size is 100GB with a maximum size of 2.5TB

Create tapes "
Gateway AWS-VTL -
Number of tapes 1 -
Capacity Capacity == TiB -
Barcode prefix Barcode prefix P

1 to 4 characters from A-Z.

Cancel

It is helpful to be aware of the size limitations of tapes in an AWS gateway. AWS has the following diagram located here:
http://docs.aws.amazon.com/storagegateway/latest/userguide/resource-gateway-limits.html#resource-tape-limits

Description Tape Gateway
Minimum size of a virtual tape 100 GiB
Maximum size of a virtual tape 2.5TiB

Maximum number of virtual tapes for a virtual tape library (VTL) 1,500

Total size of all tapes in a virtual tape library (VTL) 1 PiB
Maximum number of virtual tapes in archive No limit
Total size of all tapes in a archive No limit

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Veeam configuration for AWS gateway

Now that the appliance has been created, installed, configured and activated, it is time to attach the gateway to a Windows
server to appear as a tape library. In this document, we will show you how to setup using a Windows server. If you would like
to use a Linux server, you can find instructions at the following link: http://docs.aws.amazon.com/storagegateway/latest/
userguide/initiator-connection-common.html#ConfiguringiSCSIClientInitiatorRedHatClient

Now log into the Windows server that you would like to setup for use as the VTL. Click Start on your Windows client computer,
typeiscsicpl.exe in the Search Programs and Files box, locate the iSCSl initiator program and then run it. When the program starts,
you will receive a warning that the service is not running, click Yes to start. (Note: This is only if the iSCSI service is not running.)

The Microsoft iSCSI service is not running. The service is required to be started for
iSCSI to function correctly. To start the service now and have the service start
automatically each time the computer restarts, click the Yes button.

[ Yes ] [ No

Once the ISCSI properties dialog box opens, click on the Discovery tab.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Confi |
Quick Connect
To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | | | Quick Connect...
Discovered targets
Name: Status

To connect using advanced options, select a target and then

ek Connect
To completely disconnect a target, select the target and [
then dick : | Disconnect
For target properties, induding configuration of sessions, [ Properties...
select the target and dick Properties. L
For configuration of devices associated with a target, select s
the target and then dick Devices. L =
ok || cancel || acoly

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Once on the Discovery tab, then choose the Discover Portal button. Type the IP ad-dress that you previously set the AWS VTL
gateway to and click OK.

Enter the IP address or DNS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick
the Advanced button.

IP address or DNS name: Port: (Default is 3260.)
! | 3260

You should now see the gateway appear in the Target portals box.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |

Target portals
The system will look for Targets on following portals:
Address Port Adapter IP address
10.0.1.54 3260 Default Defauit

To add a target portal, dlick Discover Portal.
To remove a target portal, select the address above and
then dick Remove.

ISNS servers

The system is registered on the following iSNS servers:
Name

To add an iSNS server, dick Add Server, Add Server...

To remove an iSNS server, select the server above and R

then dick Remove.

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Choose the Targets tab, and then choose Refresh. All ten tape drives and the medium changer appear in the Discovered
targets box. The status for the targets is Inactive.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DNS name of the target and then dick Quick Connect.

Target: | [ Quick Connect... |
Discovered targets
Name Status

ign. 1997-05.com.amazon:sgw-88a346e 1-mediachanger Connected
ign. 1997-05.com.amazon:sgw-88a346e 1-tapedrive-01 Connected
ign. 1997-05.com.amazon:sgw-88a346¢ 1-tapedrive-02 Connected
ign. 1997-05.com.amazon:sgw-88a346e 1-tapedrive-03 Connected
ign. 1997-05.com.amazon:sgw-88a346e 1-tapedrive-04 Connected
ign. 1997-05.com.amazon:sgw-88a346e 1-tapedrive-05 Connected
ign. 1997-05.com.amazon:sgw-88a346e 1-tapedrive-06 Connected
ign. 1997-05.com.amazon:sqw-88a346e 1-tapedrive-07  Connected

<] [ HE

e B

To connect using advanced options, select a target and then
dick Connect.

To completely disconnect a target, select the target and
then dick Disconnect.

For target properties, induding configuration of sessions,
select the target and dlick Properties.

For configuration of devices assodated with a target, select
the target and then dick Devices.

Selct the first device and connect it. You connect all the devices one at a time.

Connect all of targets.

Target name:

| ign. 1997-05.com.amazon:sgw-88a346e 1-mediachanger

[#] Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the

[v] Enable multi-path

Advanced... ok || cancel
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Once complete you will need to check the drivers on the tape drives in device manager. Open Device Manager and expand
Tape drives and right click on the one of the drives and select Properties.

Note: It is important to check Media change devices for correct drivers installed as well. Veeam will work with unknown media
changer types but it is important that none of the tape drives or media changer have no warning icons for driver issues.

File Action View Help
e m D Hm & @RS

b eid DVD/CD-ROM drives

I o Floppy disk drives

3 .H Floppy drive controllers

I C& IDE ATA/ATAPI controllers
p = Keyboards

b i Medium Changer devices
b P Mice and other pointing devices
p IS Monitors

b &F Network adapters

p men Print queues

v [ Processors

b € Storage controllers

b (M System devices

(5 1BM ULTS: Update Driver Software...
% IBM ULT3! Disabl

&% IBM ULT3: i

&= IBMULT3 Uninstall

&% IBM ULT3! Scan for hardware changes
&% IBM ULT3

&3 1BM ULT3 e
é IBM ULT3580-TD5 SCSI Sequential Device
&= 1BM ULT3580-TD5 SCSI Sequential Device

In the Driver tab of the Device Properties dialog box, verify that the Driver Provider is Microsoft.

General |  Tape Symbolic Name |  Tape Drive Parameters

Driver | Details | Everts

‘5 IBM ULT3580-TD5 SCSI Sequential Device

Driver Provider:  Microsoft

Driver Date: 6/21/2006
Driver Version: 6.3.9600.16384
Digital Signer: Microsoft Windows
To view detda s the diver e
To update the driver software for this device.

Roll Back Driver I If the device fails after updating the driver, roll

back to the previously installed driver.
Disables the selected device.
PR——
[ ok || Conce |
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If the Driver Provider is not Microsoft, set the value as follows:

Choose Update Driver. In the Update Driver Software dialog box, choose Browse my computer for driver software.

How do you want to search for driver software?

< Search automatically for updated driver software
Windows will search your computer and the Internet for the latest driver software
for your device, unless you've disabled this feature in your device installation

settings.

= Browse my computer for driver software
Locate and install driver software manually.

In the Update Driver Software dialog box, choose Let me pick from a list of device drivers on my computer.

Browse for driver software on your computer

Search for driver software in this location:

(W Include subfolders

< Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.
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Select LTO Tape drive and choose Next.

Select the device driver you want to install for this hardware.

Select the manufacturer and model of your hardware device and then click Next. If you have a
@ disk that contains the driver you want to install, click Have Disk.

[w] Show compatible hardware
Model

BH LTO Tape drive

5] This driver is digitally signed.

Tell me why driver signing is im n

Click Close on the completion dialog box.

Windows has successfully updated your driver software

Windows has finished installing the driver software for this device:

é LTO Tape drive

© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners.
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Verify that the Driver Provider value is now set to Microsoft. Complete these steps for all the tape drives.

|  Tape SymbolicName |  Tape Drive Parameters
Driver | Details | Everts

J IBM ULT3580-TD5 SCSI Sequential Device

Driver Provider: ~ Microsoft

Driver Date: 6/21/2006
6.3.9600.16384
Microsoft Windows

To view details about the driver files.

To update the driver software for this device.

7 if the device fails after updating the driver, roll
Roll Back Driver ek iothe sously inetal e

Disables the selected device.

To uninstall the driver (Advanced).

You are now ready to configure Veeam to use the tape library.
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Veeam configuration

Now that the AWS gateway has been installed, configured and mounted to a Windows server, it is time to add it to the Veeam
server. Open the Tape Infrastructure view and click Add Tape Server on the ribbon.

nl 225 L]
a [P
Add Tape Add Media Add GFS Add Media
Server Pool  MediaPool Vault
Manage Tape

TAPE INFRASTRUCTURE

F+ ADD TAPE SERVER

HaB] Veeam Backup & Replication can use any tape device connected to a Microsoft Windows server in your environment. To register a tape
device, add the server it is connected to as a Tape Server. During this process, tape proxy components are deployed to the selected
server, which enables data exchange with the connected tape device.

4 @'hpeirvfrlwumm
4 5l Media Pools
= Imported (19)

{51 Unrecognized (17)

Media Pool 1 (93) |_—";hI HEE T TAPE
= , — — .
P Servers File to Tape jobs archive files and folders (selected individually, or using file masks) to tape from any share or managed server.
S Libraries For Windows servers, the job can optionally use Microsoft VSS for consistent backups of files in use by running applications.
4 7 Offline Tapes (1)
- BACKUP TO TAPE
4 [H] HPMSL G3 Series 1070 ¥
[ Drives Eﬁ] Backup to Tape jobs archive Veeam backup files to tape. Unlike File to Tape jobs, these jobs track specific VM restore points on tape and
& Media provide full integration with backup jobs. For example, a Backup to Tape job can be configured to auto-start as soon as

\_:: Last 24 Hours the corresponding backup job completes.
RESTORE FILE FROM TAPE

There are two ways to restore files from tape: launch the designated wizard using the corresponding Home toolbar button (or by clicking
this text), or drill down to the desired file under the Tape node in the Files tab of the management tree.

= sackup & RepLICATION

- RESTORE VIRTUAL MACHINE FROM TAPE

Veeam Backup & Replication can perform full VM restore directly from tape, or via a staging repository (recommended when restoring
= multiple VMs from the same backup file chain). To perform other restore types from tape (Instant VM Recovery, guest files or

L-['h VIRTUAL MACHINES application items), use the Restore Backup from Tape to Repository wizard to copy the required backup file from tape, then initiate the
desired restore type from disk.

&

(%3 BACKUP INFRASTRUCTURE

GE=-' STORAGE INFRASTRUCTURE

TAPE INFRASTRUCTURE

E‘] FILES

At the Server step of the wizard, select a physical or virtual server to which of the tape devices are connected
and that you want to add as the tape server.

1. From the Choose server list, select the server that you want to add as the tape server. If the devices are connected
to the Veeam backup server, choose This server. The tape server role will be assigned to your backup server.

If the devices are connected to a separated server, enter the server name or IP address. The tape server must run
Microsoft Windows. If the server is not added to Veeam Backup & Replication yet, you can click Add New to open

the New Windows Server wizard.

2.In the Description field, provide a description for future reference.
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Choose a server to install tape server components on. You can only select between Microsoft Windows servers added to the
managed servers tree in the console.

Choose server:
| ASH-VLAB-AWSGW v/ | Add New...
Traffic
Description:
Review Created by DIZZLE\dizzle at 7/25/2017 10:40 AM.
Apply
Summary

[ Net> || Foen | [ Cancel

< Previous

At the Traffic step of the wizard, configure throttling rules to limit the outbound traffic rate for the tape server.
Throttling rules will help you manage bandwidth usage and minimize the impact of tape jobs on network performance.
For more information, see https://helpcenterveeam.com/docs/backup/vsphere/setting network_traffic_throttling.html?ver=95

Traffic
Review the network traffic rules that apply to this server.

Network traffic rules control encryption and throttling of network traffic based on the destination.
Throttling is global, with set bandwidth split equally across all backup proxies falling into the rule.

The following network traffic rules apply to this proxy:
Destination IP range Encryption Throttling Time period View

Manage network traffic rules

<Previous | [ Net> | rinicn
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At the Review step of the wizard, Veeam Backup & Replication will display the list of components required for work of the tape server:

* Veeam transport

* Veeam tape service

If any are missing, Veeam Backup & Replication will automatically install them on the selected server. Click Apply.

Review

Review the settings, and click Apply to continue.
|: (a0 ]

e Tape server settings:

Traffic

The following components will be processed on ASH-VLAB-AWSGW:

Transport already exists
Tape Proxy will be installed

| | Finish

At the Apply step of the wizard, Veeam Backup & Replication will add the tape server to the backup infrastructure in the real-
time mode. If Veeam Backup & Replication detects an unknown media changer, the message will appear in the Message area.

Apply

Please wait while we are installing and configuring required components. This may take a few minutes...

Message Duration
() Starting infrastructure item creation job 0:00:02
() Creating temporary folder

) Uploading package VeeamTape.msi

(2 Installing package VeeamTape.msi

() Deleting temporary folder

© Registering client ASH-VLAB-VBS for package Transport

() Registering client ASH-VLAB-VBS for package Tape Proxy

() Discovering installed packages

) All required packages have been successfully installed

() Setting tape service owner

2 Creating configuration database records for tape server

(v] Creating configuration database records for installed packages

@ Collecting tape libraries info

2 Native SCS| commands will be used for library AWS Gateway-VTL 0100

(2 Tape server created successfully

< Previous ‘ | Next > | | | I Cancel
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At the Summary step of the wizard, finalize the procedure of the tape server configuration. Review details of the added tape server.
To inventory tape libraries connected to the tape server, select the Start tape libraries inventory when I click Finish check box.

Veeam Backup & Replication will start the inventory process when you finish working with the wizard.

Summary
Review the results, and click Finish to exit the wizard.

Server s‘-“'“m"Y
Tape server has been created successfully
Traffic
Review
Apply

[w] Start tape libraries inventory when | click Finish

Previous Next > Finish

Once complete, your AWS VTL gateway should now appear in the Libraries section of the Veeam console.

v i EED AL B

Backup Replication Tape Backup VM  File Restore Import Failover

Job Job Job ~ Copy~ Copy Copy - Backup Plan ~
Primary Jobs Auxiliary Jobs Restore Failover Plans
TAPE INFRASTRUCTURE NAME 4 TYPE SERVER DEVICE
E{.}. AWS Gateway-VTL... Automated ASH-VLAB-AWSGW
4 ({5 Tape Infrastructure A

4 [ Media Pools
j= Imported (19)
{=1 Unrecognized (17)
f=! Media Pool 1 (93)

5
:
@A

4 &) Libraries
4 [FL AWS Gateway-VTL 0100
[==I] Drives
> @& Media

You have now installed and configured your AWS gateway within Veeam and you are ready to create media pools and
tape jobs. Please review Getting Started with Tapes on the Veeam help site to complete the steps needed to setup a media
pool to leverage all the tapes mounted.

https://helpcenterveeam.com/docs/backup/vsphere/getting started_with_tapes.html?ver=95

Once you have completed the media pool and media vault creation, you are ready to create a tape job to send backups to AWS.
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Creating tape jobs

In this section, we will create an example tape job to send backups to the AWS gateway and verify that the tape is then sent
to AWS. To run the New Backup to Tape Job wizard, do either of the following: On the Home tab, click Tape Job and select
Backups. At the Name step of the wizard, you should define basic settings for the created backup to tape job.

3. Inthe Name field, enter a name for the created job.

4.1n the Description field, enter a description of the created job. (optional)

New Backup to Tape Job -
Name
Q_*O Type in a name and description for this job. Backup to tape job performs scheduled backup of Veeam backup files to tape.
f«° .\
Name

Name:

'Backup to AWS_VTL

Backup Files
Description:

Full Backup | Created by DIZZLE\dizle at 7/28/2017 9:52 AM.

Incremental Backup
Options
Schedule

Summary

[ Next > ] l Cancel

At the Backup Files step of the wizard, select backups that you want to write to tape with the created job. Click Add and select
the necessary backups. You can choose backups from the following sources:

» Backup jobs: You can select backups from available backup or backup copy jobs. When a backup to tape job runs,
Veeam Backup & Replication searches and archives restore points from the backups created by the selected backup jobs.

» Backup repositories: Using this option, you can select whole backup repositories. When a backup to tape job runs,
Veeam Backup & Replication searches and archives restore points from all backups stored in the chosen backup repositories.
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Backup Files
m Specify backups to be processed by this job. You can pick individual backup jobs, or whole backup repositories.

16} AD_Backup VMware Backup
Full Backup

Incremental Backup
Options
Schedule

Summary

Name Type |Ad(l...|

Remove

At the Full Backup step of the wizard, choose media pool for full backups and configure virtual full schedule

for forever incremental backup chains.

From the Media pool for full backups list, choose a media pool that will be used for archiving full backup files.

[AWS_Medil_Pool (AWS Gateway-VTL 0100)

Incremental Backup

Options 13478

Media set: Do not create, always continue using current media set

Retention: Never overwrite data
Parallel processing:  Disabled

Encryption: Disabled
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At the Incremental Backup step of the wizard, you can enable or disable incremental backups processing and choose media pool
for incremental backups. If you want to back up incremental backups to tape, select the Archive incremental backups to tape
check box. If this option is disabled, the backup to tape job will archive only VBK files and will skip VIB files from processing.
From the Media pool for incremental backups list, choose a media pool that will be used for incremental backups.

Incremental Backup
Specify media pools for incremental backup files.

Name [¥] Archive incremental backups to tape
Media pool for incremental backups:
[ AWS_Media_Pool (AWS Gateway-VTL 0100)

Backup Files

Full Backup
Tapes:

Options Free space: 1347TB
Pt Media set: Do not create, always continue using current media set
Summary ) )

Retention: Never overwrite data

Parallel processing:  Disabled

Encryption: Disabled

At the Options setup of the wizard, specify archiving and media automation options. It is recommended to select
the “"Export current media set upon job completion” box for the job to be uploaded to AWS upon completion.
It is also recommended to eject the media upon job completion as well.

Options
Set tape backup options,

MNarme hedia automation

[#] Eject rnedia upon job completion

Backup Files This option rakes the job automatically eject tape from drives upon cormpletion, so that tape

does not stay in the drive, which is a best practice,

Full Backu
P [W] Export current media set upon job completion

Incrermental Backup This aption makes the job automatically close and export the current media set on specific days,

Schedule

Summary

Advanced job settings include compression, notification settings, automated
post-job activity and other settings, @ Advanced

< Previous | | Mext = | | Finish | | Cancel |
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This step of the wizard is available if you selected a simple media pool at the Full Backup step of the wizard. To specify the job
schedule, select the Run the job automatically check box. If this check box is not selected, the job is supposed to be started manually.

Schedule
Specify the job scheduling options. If you do not set the schedule, the job will need to be controlled manually.

Name [] Run the job automatically
. th m A 2 . Da

Backup Files € _1&00 PM 5=/ | Everyday 3y

Monthly at this time 10:00 PM |5+ |Fourth v | | Saturd. v Month:
Full Backup . i

After this job AD_Backup (Created by DIZZLE\dizzle at 5/20/2017 5:46 AM.)
Incremental Backup

new backup files appear chedule
¥ Wait for backup jobs

If some linked backup jobs are still running, wait for up to: 3 Blhows v
[ Prevent this job from being interrupted by primary backup jobs
If the primary backup job starts while the tape job is still running, the primary job will be placed
on hold instead of interrupting the tape job and resulting in incomplete tape backups. Using this
option may result in primary backup jobs starting significantly later than their scheduled start
time, thus potentially missing recovery point objectives.

Summary

[<Previous | [ Aepty || Fior

Note: Depending on what type of media pool you created will change what functions you see when performing
a tape job setup. Educate yourself on the differences between a simple and GFS media pools at the following link:
https://helpcenterveeam.com/docs/backup/vsphere/tape_media_pools.html?ver=95

After you have specified schedule settings, click Create. Select the Run the job when | click Finish check box if you want
to start archiving backups to tape job right after you complete working with the wizard. Click Finish to close the wizard.

Summary
You can copy the job settings below for future reference.

Summary:
me: Backup to AWS_VTL
Media pool for full backups: AWS_Media_Pool
Media pool for incremental backups: AWS_Media_Pool

Command line to start the job on backup server:
"C:\Program Files\Veeam\Backup and Replication\Backup\V.
14585€096-e466-4385-2877-2e2a0259b33b

("] Run the job when | click Finish
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Retrieving tape from AWS

Now that your backups have been sent to tape and are located in AWS, we can walk through the process of retrieving that data.
Important: It takes up to three to five hours for the tape to be available in your tape gateway.

Note: There is a charge for retrieving tapes from archive. For detailed pricing infor-mation, see AWS Storage Gateway Pricing
located here: https://aws.amazon.com/storagegateway/pricing/

Open the AWS Storage Gateway console at: https://console.aws.amazon.com/storagegateway/home

In the navigation pane, choose Tapes. You can search for all tapes that are archived to displays all virtual tapes that have been
archived by all your gateways. Choose the virtual tape you want to retrieve, and choose Retrieve Tape from the Actions menu.

T Services ¥  Resource Groups v *

Create tapes ‘ Actions v ‘
Storage Gateway

Y Filter by barcoc

tape attributes.

Gateways 4
5 Barcode 4 Status a Used
File shares
@ AWS404DES Retrieving |
Volumes
AWS915534 Available \
| Tapes AWS975532 Available \

Details Tags

Barcode AWS404DES
Gateway AWS-VTL2

In the Retrieve tape dialog box, for Barcode, verify that the barcode identifies the virtual tape you want to retrieve. For Gateway,
choose the gateway you want to retrieve the archived tape to, and then choose Retrieve tape.

Retrieve tape x

This will retrieve the Tape from VTS into the selected gateway in read-only
mode. Learn more

Barcode AWS404DES ~

Gateway AWS-VTL2 (sgw-88A346E1) - ]
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Your tape will now be retrieved, during the process the status will show as Retrieving.

@ You have successfully initiated retrieval of the tape AWS404DES5.
It may take 3-5 hours to retrieve the tape.

Create tapes Actions v

Y Filter by barcode, status, or other tape attributes.

Barcode - Status a Used
@ AWS404DE5 Retrieving |
AWS4054E5 Available |

Upon completion of the retrieval process the tape will now show as Retrieved.

[E]8} Services - Resource Groups v *

Create tapes Actions v

Storage Gateway

Y Fiiter by barcode, status, or other tape attributes.

Gateways 4
File shares Barcode - Status
AWS404DES Retrieved
Volumes
AWS915534 Available
| Tapes AWS975532 Available

Details Tags

- Size

4% 1.5TiB

1% 1.5TiB

Used a

| 4%

[ 0%

Now that the tape has been retrieved and mounted to the gateway you will need to import the tape from the library
to Veeam so that you can perform a restore of data. Within the Veeam console, right click on the AWS gateway in under

the Tape Infrastructure tab and select Import tapes.

TAPE INFRASTRUCTURE NAME +
==] Drives
4 (75 Tape Infrastructure &= Media
7 Media Pools
Hii Servers
4 @& Libraries

< & Inventory Library

Catalog Library

4 &
: Rescan
Import Tapes
4 0 Offline 1 Rename
B HPM Remove Librar
4 [ Last 24 Hou Properties
‘w Failed
o Success

”m
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Once completed you can click Close.

Status: Success
Start time:  7/28/2017 11:58:20 AM
Endtime  7/28/2017 11:58:25 AM

Log

Message
@ Job started at 7/28/2017 11:58:20 AM

@ Found 1 tapes for import in I/E ports
& Importing tape from I/E port 1to Slot 1

) Starting tape library discovery job
 Job finished at 7/28/2017 11:58:25 AM

Your tape will now be mounted to a drive and ready to perform a restore. (Note: You may need to catalog the tape.)
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