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Introduction
The purpose of this document is to guide the user though the steps required to deploy an Amazon Web Services (AWS) storage 
gateway in VTL mode to leverage AWS storage for Veeam® backups. This guide should be used in conjunction with the AWS 
User’s Guide which can be viewed or downloaded here: https://aws.amazon.com/documentation/storage-gateway/

It is assumed that the reader is generally familiar with Veeam Backup & Replication™ and AWS.

The challenge 
Veeam with the AWS gateway in VTL mode offers a solution for anyone to connect their on-premises, Veeam Backup & Replication 
archives to AWS. For many customers and service providers, long-term retention of backups is a costly and time consuming process. 
Leveraging the AWS gateway to act as a VTL within Veeam allows users to send archival backups to AWS to save time and money.

The solution 
Based on the many requests for additional storage space, methods or other solu-tions to add flexibility to the archival options 
available to the customers. Veeam has developed this configuration guide to help customers walk through the process  
of configuring, and using the AWS VTL Gateway. 

Configuration steps 
1. Install on-premises Veeam infrastructure (Veeam Availability Suite™ or Veeam Backup & Replication Enterprise Plus edition) 

2. Planning of deployment

3. AWS configuration

• Installation of appliance

• Configuration of appliance

• Activation of appliance

• Creation of tapes

4. Veeam configuration of AWS Gateway

• ISCSI configuration

• Adding AWS Gateway to veer

• Creating tape job

• Retrieving of tapes

The entire configuration process can be completed in less than 60 minutes if the on-premises Veeam infrastructure is already in place. 
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Planning 
Proper planning is an important step for any successful implementation. Knowing the requirements and sizing recommendations 
prior to deployment will save a lot of time and potential issues down the road. AWS has a deployment guide to assist in the planning 
of the gateway appliance. When deploying a gateway in VTL mode, it will need two disks. One disk for an upload buffer and one  
disk for cache storage. It is imperative that these disks are sized appropriately for the amount of data that is going to be written  
to the gateway. Planning and sizing these disks correctly will reduce the chance of performance issues down the road.
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The above diagram shows a sample design for deploying a AWS gateway in VTL mode. 

When planning for deployment the first step will be to check the hardware and storage requirements needed to deploy.  
To deploy a VTL gateway you will need the following minimum resources:

• 4 vCPU

• 16GB of RAM

• 80GB of disk space for VM image and system disk

It is also important to note the port requirements needed to allow communication from the gateway through your firewall.  
AWS has a list of required ports at the following link:

http://docs.aws.amazon.com/storagegateway/latest/userguide/Requirements.html
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In addition to the 80GB system disk, you will need to add two other disks to the gateway during deployment. These disks will  
be used for the buffer and cache mentioned above. The sizing of each disk is measured by a formula provided by Amazon.  
The drives have the following minimum and maximum sizing:

• Cache Disk - Minimum 150GB / Maximum 16TB

• Upload Buffer - Minimum 150GB / Maximum 2TB

It is important to note that these do not have to be single disks. You can add multiple disks to reach the maximum sizes.

To determine the sizing of the upload buffer you will need to use the following formula:

• Application Throughput = The rate at which your applications write data to your gateway.

• Network Throughput to AWS = The rate at which your gateway can upload data to AWS  
(Maximum upload rate to AWS gateway is 120MB/s)

• Compression Factor = The amount of compression used by the gateway. 2 would be a safe number to use.

• Duration of Writes = The amount of time it takes to write data to the appliance.  
(For example: The amount of time it takes for the tape job would run)

While this formula looks complex, it is easy to calculate once you understand what each item is. AWS has an example listed 
on the following page : http://docs.aws.amazon.com/storagegateway/latest/userguide/ManagingLocalStorage-common.
html#CachedLocalDiskCacheSizing-common

It is important to note that when you calculate the sizing for the upload buffer, if your calculations come out to less than 150GB, 
it is still recommended to use the minimum size of 150GB.

Once you have figured out the sizing needed for the upload buffer you can now figure out the sizing for the cache buffer.  
The cache buffer uses a formula of 1.1 times the size of the upload buffer. Now that you have figured out the disks sizing needs  
of the gateway appliance, we can now begin the installation.
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Installation
To begin the installation, you will need to open the AWS Management Console  
at http://console.aws.amazon.com/storagegateway/home and log in.

Next, select the AWS region you would like to create the gateway in.

Once logged in, you will need to select Storage Gateways from the services navigation pane.

Now click on Create gateway
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Select Tape Gateway from the Gateway install process, and click Next.

Choose the Host platform being used (for this install we focus on VMware). Once you click on the host type, you will click 
download image to download the OVA needed to deploy the local gateway appliance. LEAVE THIS CONSOLE OPEN .
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Appliance Installation
Now that the OVA has been downloaded, you will need to install the appliance into your virtual environment to complete  
the activation process. Open vCenter and select Deploy OVF Template.

Click local file and click browse to select the downloaded image from AWS, then click Next.
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Review the details and click Next.

Now type the name that you would like the gateway to have, and select the location to install the appliance and click Next.
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Select Thick Provisioned virtual disk format and the datastore that you want the appliance to reside on, and click Next.

Select the correct network for the appliance and click Next.
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Review the install information to make sure everything is correct and make sure to un-check Power on after deployment  
if it is checked, then click Finish to deploy the appliance.

When the deployment is completed, you will need to edit the appliance and add the required disks for the upload and cache 
buffers. Right click on the appliance and choose edit settings.
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Add the two hard drives with required sizing as determined during the planning stage and click OK.
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Configuring appliance IP address
Power on the appliance that the drives have been added to now. To set a static IP to the appliance, you will need to open  
the local console to the appliance and log in. The default username is sguser and the password is sgpassword. 

On the Configuration main menu, type option 2 to begin configuring a static IP address.
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Type option 3 to set a static IP address.

Type the name of the adapter you want to configure. The default adapter is eth0.
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Now type in the static IP address and hit enter.

Type in subnet mask and hit enter.
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Type in the default gateway IP address and hit enter.

Type in the primary DNS IP and hit enter, then type the secondary IP address and hit  enter.
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Now type Y to save and apply the configuration to the selected adapter.

Now that the appliance has been configured with a static IP, you can move forward with the activation process.

Activating gateway
With the IP set and the storage appliance powered up, you can now log back into the Amazon management console to complete  
the activation process. Open the AWS Management Console that we previously had opened and it should be on the Connect  
to gateway page. Put in the IP address you assigned to your gateway (internal IP) and click Connect to gateway.

Now select the time zone the gateway is in, along with the name you would like it to have. The default settings for the changer 
type and drive type are fine. Click on Active gateway to proceed.
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On the Configure local storage page, you can select the disks that you previously added to the appliance. Be sure to designate 
the correct size disk for the Upload buffer and the Cache, and click Save and continue.

Your gateway will now appear in the AWS storage gateway management page. 
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Creating tapes
The next step is to add tapes to the library so select your gateway by clicking the box next to its name, and then clicking  
on Create tapes at the top.

On the Create tapes page, you can select the number of tapes you would like to add and their capacity. Barcode prefix is an optional 
section that you can create your own prefix of one to four uppercase letters.

Note that the maximum number of tapes is 1,500, and the minimum size is 100GB with a maximum size of 2.5TB

  

It is helpful to be aware of the size limitations of tapes in an AWS gateway. AWS has the following diagram located here: 
http://docs.aws.amazon.com/storagegateway/latest/userguide/resource-gateway-limits.html#resource-tape-limits
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Veeam configuration for AWS gateway
Now that the appliance has been created, installed, configured and activated, it is time to attach the gateway to a Windows 
server to appear as a tape library. In this document, we will show you how to setup using a Windows server. If you would like 
to use a Linux server, you can find instructions at the following link: http://docs.aws.amazon.com/storagegateway/latest/
userguide/initiator-connection-common.html#ConfiguringiSCSIClientInitiatorRedHatClient

Now log into the Windows server that you would like to setup for use as the VTL. Click Start on your Windows client computer,  
type iscsicpl .exe in the Search Programs and Files box, locate the iSCSI initiator program and then run it. When the program starts, 
you will receive a warning that the service is not running, click Yes to start. (Note: This is only if the iSCSI service is not running.)

Once the ISCSI properties dialog box opens, click on the Discovery tab.
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Once on the Discovery tab, then choose the Discover Portal button. Type the IP ad-dress that you previously set the AWS VTL 
gateway to and click OK.

You should now see the gateway appear in the Target portals box.
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Choose the Targets tab, and then choose Refresh. All ten tape drives and the medium changer appear in the Discovered 
targets box. The status for the targets is Inactive.

Selct the first device and connect it. You connect all the devices one at a time.

Connect all of targets.
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Once complete you will need to check the drivers on the tape drives in device manager. Open Device Manager and expand  
Tape drives and right click on the one of the drives and select Properties.

Note: It is important to check Media change devices for correct drivers installed as well.  Veeam will work with unknown media 
changer types but it is important that none of the tape drives or media changer have no warning icons for driver issues.

In the Driver tab of the Device Properties dialog box, verify that the Driver Provider is Microsoft.
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If the Driver Provider is not Microsoft, set the value as follows: 

Choose Update Driver . In the Update Driver Software dialog box, choose Browse my computer for driver software.

In the Update Driver Software dialog box, choose Let me pick from a list of device drivers on my computer .
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Select LTO Tape drive and choose Next.

Click Close on the completion dialog box.
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Verify that the Driver Provider value is now set to Microsoft. Complete these steps for all the tape drives.

You are now ready to configure Veeam to use the tape library.
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Veeam configuration
Now that the AWS gateway has been installed, configured and mounted to a Windows server, it is time to add it to the Veeam 
server. Open the Tape Infrastructure view and click Add Tape Server on the ribbon.

At the Server step of the wizard, select a physical or virtual server to which of the tape   devices are connected  
and that you want to add as the tape server.

1. From the Choose server list, select the server that you want to add as the tape server. If the devices are connected  
to the Veeam backup server, choose This server. The tape server role will be assigned to your backup server. 
 
If the devices are connected to a separated server, enter the server name or IP address. The tape server must run  
Microsoft Windows. If the server is not added to Veeam Backup & Replication yet, you can click Add New to open  
the New Windows Server wizard.

2. In the Description field, provide a description for future reference.
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At the Traffic step of the wizard, configure throttling rules to limit the outbound traffic rate for the tape server.  
Throttling rules will help you manage bandwidth usage and minimize the impact of tape jobs on network performance.  
For more information, see https://helpcenter.veeam.com/docs/backup/vsphere/setting_network_traffic_throttling.html?ver=95
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At the Review step of the wizard, Veeam Backup & Replication will display the list of components required for work of the tape server:

• Veeam transport

• Veeam tape service

If any are missing, Veeam Backup & Replication will automatically install them on the selected server. Click Apply.

At the Apply step of the wizard, Veeam Backup & Replication will add the tape server to the backup infrastructure in the real-
time mode. If Veeam Backup & Replication detects an unknown media changer, the message will appear in the Message area.
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At the Summary step of the wizard, finalize the procedure of the tape server configuration. Review details of the added tape server.  
To inventory tape libraries connected to the tape server, select the Start tape libraries inventory when I click Finish check box.  

Veeam Backup & Replication will start the inventory process when you finish working with the wizard.

Once complete, your AWS VTL gateway should now appear in the Libraries section of the Veeam console.

You have now installed and configured your AWS gateway within Veeam and you are ready to create media pools and  
tape jobs. Please review Getting Started with Tapes on the Veeam help site to complete the steps needed to setup a media  
pool to leverage all the tapes mounted.

https://helpcenter.veeam.com/docs/backup/vsphere/getting_started_with_tapes.html?ver=95

Once you have completed the media pool and media vault creation, you are ready to create a tape job to send backups to AWS.
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Creating tape jobs
In this section, we will create an example tape job to send backups to the AWS gateway and verify that the tape is then sent 
to AWS. To run the New Backup to Tape Job wizard, do either of the following: On the Home tab, click Tape Job and select 
Backups. At the Name step of the wizard, you should define basic settings for the created backup to tape job.

3. In the Name field, enter a name for the created job.

4. In the Description field, enter a description of the created job. (optional)

At the Backup Files step of the wizard, select backups that you want to write to tape with the created job. Click Add and select 
the necessary backups. You can choose backups from the following sources:

• Backup jobs: You can select backups from available backup or backup copy jobs. When a backup to tape job runs,  
Veeam Backup & Replication searches and archives restore points from the backups created by the selected backup jobs.

• Backup repositories: Using this option, you can select whole backup repositories. When a backup to tape job runs,  
Veeam Backup & Replication searches and archives restore points from all backups stored in the chosen backup repositories.
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At the Full Backup step of the wizard, choose media pool for full backups and configure virtual full schedule  
for forever incremental backup chains.

From the Media pool for full backups list, choose a media pool that will be used for archiving full backup files.
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At the Incremental Backup step of the wizard, you can enable or disable incremental backups processing and choose media pool 
for incremental backups. If you want to back up incremental backups to tape, select the Archive incremental backups to tape 
check box. If this option is disabled, the backup to tape job will archive only VBK files and will skip VIB files from processing.  
From the Media pool for incremental backups list, choose a media pool that will be used for incremental backups.

At the Options setup of the wizard, specify archiving and media automation options. It is recommended to select  
the “Export current media set upon job completion” box for the job to be uploaded to AWS upon completion.   
It is also recommended to eject the media upon job completion as well.
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This step of the wizard is available if you selected a simple media pool at the Full Backup step of the wizard. To specify the job  
schedule, select the Run the job automatically check box. If this check box is not selected, the job is supposed to be started manually.

Note: Depending on what type of media pool you created will change what functions you see when performing  
a tape job setup. Educate yourself on the differences between a simple and GFS media pools at the following link:  
https://helpcenter.veeam.com/docs/backup/vsphere/tape_media_pools.html?ver=95

After you have specified schedule settings, click Create. Select the Run the job when I click Finish check box if you want  
to start archiving backups to tape job right after you complete working with the wizard. Click Finish to close the wizard.
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Retrieving tape from AWS
Now that your backups have been sent to tape and are located in AWS, we can walk through the process of retrieving that data. 

Important: It takes up to three to five hours for the tape to be available in your tape gateway.

Note: There is a charge for retrieving tapes from archive. For detailed pricing infor-mation, see AWS Storage Gateway Pricing 
located here: https://aws.amazon.com/storagegateway/pricing/

Open the AWS Storage Gateway console at: https://console.aws.amazon.com/storagegateway/home

In the navigation pane, choose Tapes. You can search for all tapes that are archived to displays all virtual tapes that have been 
archived by all your gateways. Choose the virtual tape you want to retrieve, and choose Retrieve Tape from the Actions menu.

In the Retrieve tape dialog box, for Barcode, verify that the barcode identifies the virtual tape you want to retrieve. For Gateway, 
choose the gateway you want to retrieve the archived tape to, and then choose Retrieve tape.
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Your tape will now be retrieved, during the process the status will show as Retrieving.

Upon completion of the retrieval process the tape will now show as Retrieved.

Now that the tape has been retrieved and mounted to the gateway you will need to import the tape from the library  
to Veeam so that you can perform a restore of data. Within the Veeam console, right click on the AWS gateway in under  
the Tape Infrastructure tab and select Import tapes.



© 2017 Veeam Software. Confidential information. All rights reserved. All trademarks are the property of their respective owners. 37

Veeam Backup & Replication using AWS VTL Gateway Deployment Guide

Once completed you can click Close.

Your tape will now be mounted to a drive and ready to perform a restore. (Note: You may need to catalog the tape.)
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About Veeam Software
Veeam® recognizes the new challenges companies across the globe face in enabling the Always-On Business™,  
a business that must operate 24.7.365. To address this, Veeam has pioneered a new market of Availability for the  
Always-On Enterprise™ by helping organizations meet recovery time and point objectives (RTPO™) of < 15 minutes  
for all applications and data, through a fundamentally new kind of solution that delivers high-speed recovery, data loss 
avoidance, verified protection, leveraged data and complete visibility. Veeam Availability Suite™, which includes  
Veeam Backup & Replication™, leverages virtualization, storage, and cloud technologies that enable the modern data  
center to help organizations save time, mitigate risks, and dramatically reduce capital and operational costs.

Founded in 2006, Veeam currently has 47,000 ProPartners and more than 242,000 customers worldwide.  
Veeam‘s global headquarters are located in Baar, Switzerland, and the company has offices throughout the world.  
To learn more, visit http://www.veeam.com.
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